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INTRODUCTION: Secured communication of text 

information is prime importance across the world. 

Cryptography is the science which provides confiden-

tiality, authenticity and integrity of information pass-

ing through insecure channels, see [10,11]. Although 

the ultimate goal of cryptography is to hide informa-

tion from unauthorized individuals. Most algorithms 

can be broken and the information can be revealed if 

the attacker has enough time, desire, and resources. As 

a result researchers are using new techniques from 

different areas of mathematics like matrix analysis, 

finite fields [6, 23-26] etc. for the security of data 

during transmission. There are similar structures to 

matrices which are known as rhotrices. Such struc-

tures came into existence in the literature since 2003. 

Various researchers have used these rhotrices to de-

velop their structures and apply the same in the field 

of cryptography, see [12-19]. 

There are various algorithms in cryptography which 

are used to encrypt and decrypt the data for security 

purposes. The Hill cipher is classical symmetric ci-

pher invented by Lester S. Hill in 1929 [3] and exten-

sion of this work is in [4]. The main advantages of 

Hill cipher includes its frequency analysis, high speed, 

high throughput and the simplicity because it uses 

matrix operations but it succumbs to the known plain-

text attack [5]. Hill cipher is modified by several au-

thors. Saeednia [7] uses the dynamic key matrix while 

Chefranov [2] uses a pseudo-random permutation 

generator. Ismail et al. [5] give an initial vector to 

form a different key for each block encryption. Adi et 

al. [1] modify the Hill cipher using circulant matrices. 

Shastry et al. [8, 9] use the key on both sides of the 

plain text to modify Hill cipher. Sharma and Rehan 

[20, 21] modify Hill cipher using logical operator. 

Sharma and Sharma [22] modify Hill cipher using 

elements of finite field. We give an algorithm along 

with illustration which involves the encryption and 

decryption of plaintext by using irreducible polyno-

mials over finite field . In the proposed cipher, 

we use the following matrices and the irreducible 

polynomial. 

Vandermonde matrix: A matrix  of 

order  having terms in each row with a geome-

tric progression is called Vandermonde matrix and is 

written as  

 
Coefficient matrix: Let  be a  matrix, then the 

coefficient matrix is defined as 

are rows of matrix  and is the circulant 

matrix of row 1. It is denoted by  

Example: If  be a  matrix, then its coefficient 

matrix  is  

 

  

  

A SYMMETRIC CRYPTOSYSTEM BASED ON IRREDUCIBLE POLYNOMIALS 

OVER FINITE FIELDS 
*
P. L. Sharma

1
, Shabnam Sharma

2
 & Arun Kumar

1
 

 

1
Department of Mathematics and Statistics, Himachal Pradesh University, Shimla 171005, India 

2
Government Polytechnic Bilaspur, Himachal Pradesh 

Email: plsharma1964@gmail.com 

 

ABSTRACT: Irreducible polynomials over finite fields play an important role in cryptography. Various 

cryptosystems are based on the irreducible polynomials. In the present paper, we discuss a symmetric cryptosystem 

using irreducible polynomial of degree four over finite field GF (2). 

 

AMS classification:  11T71, 94A60. 

 

Keywords: Plain text; cipher text; irreducible polynomial; finite field.  

 

 



[(CPUH-Research Journal: 2017, 2(2), 45-50) A symmetric cryptosystem based on irreducible polynomials…………….] 
 

 

Proceedings of National Conference on Advances in Basic and Applied Sciences (ABAS-2017)                                  46 

 

Representation of elements in finite fields: 

The finite field   has 16 elements. These elements 

can be represented by the following Table 1 with re-

spect to the irreducible polynomial  

over  Let  be a root of the irreducible poly-

nomial  Therefore, This gives, 

 which is used to reduce the higher power 

of . 

 

Table 1: Representation of elements 

Powers 

of  

Polynomial re-

presentation 

Binary 

 
Decimal 

0 0 0  0   0  0 0 

 1 0  0   0  1 1 

  0  0   1  0 2 

  0  1   0  0 4 

  1  0   0  0 8 

  0  0   1  1 3 

  0  1   1  0 6 

  1  1   0  0 12 

  1  0   1  1 11 

  0  1   0  1 5 

  1  0   1  0 10 

  0  1   1  1 7 

  1  1   1  0 14 

  1  1   1  1 15 

  1  1   0  1 13 

  1  0   0  1 9 

 

 

 

 

ALGORITHM OF THE PROPOSED CRYPTO-

SYSTEM: In the proposed algorithm, we use the 

elements of finite field and also use irreducible poly-

nomials over Galois field  . 

ENCRYPTION: 

1. Sender select a  Vander monde matrix  as 

secret key. 

2. Select a non singular matrix  such that 

det(  

 

3. He calculates key , where  is 

an irreducible polynomial of degree over finite 

field  



[(CPUH-Research Journal: 2017, 2(2), 45-50) A symmetric cryptosystem based on irreducible polynomials…………….] 
 

 

Proceedings of National Conference on Advances in Basic and Applied Sciences (ABAS-2017)                                  47 

 

4. The sender converts the plain text into numerical 

values by using Table 2.  

5. He then converts the numerical values into binary 

strings of  bits. 

6. Further, he converts  bits binary strings into 

polynomial form. 

7. Sender calculates , where 

 is the  cipher text block,  is the  plain  

text block and   is the  row of  Vander monde 

matrix . Each entry of  is multiplied wit  and 

sender calculates  whose entries are 0 if  has 

the power less than   otherwise 1 and shares 

it with the receiver. 

8. Sender reduces the powers of the entries 

by  and gets the matrix .  

9. After writing it into binary form, he converts the 

same in numerical values and then in text to get the 

final cipher text . 

DECRYPTION: 

 

1. Receiver receives the message. He converts the 

message into numerical values by using the Table 

2. 

2. He converts the numerical values into binary string 

of -bits. 

3. Then he converts the binary strings into the ele-

ments of  to get  

4. He then multiplies each entry of  with   

which represents 1 in the matrix  

5. Receiver multiplies each entry with   to obtain 

 

6. He calculate key , where  

is an irreducible polynomial of degree over fi-

nite field  

7. Further, he calculates . 

8. Then he converts the entries into binary strings to 

get  . 

9. Then the receiver converts the entries of  into 

numerical values. After writing it into numerical 

values, he converts the same into text to get plain-

text. 

 

Table 2: Numerical values for alphabets and some symbols used in the paper. 

 

@  A B C D E F G H I J K L M N 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

O P Q R S T U V W X Y Z     

16 17 18 19 20 21 22 23 24 25 26 27     
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ILLUSTRATION OF THE CIPHER 

Let us consider the following plain text which is to be 

sent over an insecure channel is DGA. Further, we  

 

consider the irreducible polynomial  with  

as its root and finite field  

ENCRYPTION: 

Step 1. Sender considers the 2  Vandermonde ma-

trix S. 

 
Step 2. Select a 2  non singular matrix S whose 

elements are from  as public key. 

S    

 

Step 3. Calculate the key 

 

Step 4. Sender converts the first two alphabets D of 

plaintext into numerical values using Table 2 as fol-

lows 

 
Step 5. He converts the above numerical values into 

binary string 4-bits and therefore  becomes 

 
Step 6. Sender further converts the 4-bits binary string 

into polynomial form and therefore  gives 

 

 

Step 7. He calculates  

 

Using Table 1, we get 

                                                                   
In order to make the exponent of maximum entries of  as 15 = (  we multiply each entry by . There-

fore, becomes 

 
and the key matrix 

 
is chosen in such a way that if power of  in  is less than 15, the entry in the key matrix is taken 0 otherwise 1. 
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Step 8. The powers of elements of  are reduced by 

mod 15 and hence it becomes 

 
Step 9.The elements of cipher text matrix   are con-

verted into the binary elements as follows  

 
The entries of  are converted into numerical values 

as follows 

 
Further, numerical values are converted into Cipher 

text  = . 

Similar procedure will be followed to convert the 

remaining plaintext blocks. The converted message is 

sent through insecure channel. 

DECRYPTION: 

Step 1.Receiver receives the message. He converts the 

message into numerical values by using Table 2, 

which gives 

 
Step 2. He converts the numerical values into binary 

strings of 3-bits as follows  

      
Step 3. Further, he converts binary strings into the 

elements of ), so  becomes 

  
Step 4. Receiver multiplies only those entries of   by  

, which represents 1 in the matrix . 

  
Step 5. He multiplies each entry of   with  and 

obtain 

 
Further, can be written as  

  
 

Step 6. Calculate the key    = 

 
 

 

                                                                                    

Step 7. The receiver calculates 

 

 
                                                                       

 
                                                                            

Step 8. Receiver converts the message into binary 

strings, which gives 

 

 

Step 9. He converts the binary strings into numerical 

values as follows 

 
Receiver converts the digits in text by using Table 2 

and the plain text  is obtained. Similar, procedure 

gives the other blocks of plain text. 

 

CONCLUSIONS: The proposed cipher is the modifi-

cation of the existing Hill cipher. Use of irreducible 

polynomial has increased its security. The introduced 

mechanism in the cipher has created difficulty to the 

hackers to break the system and retrieve the original 

message from the cipher text. 
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